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Objective:  Looking forward a challenging career in networking security& team management related field to demonstrate and utilize the skills to add value to the objectives of the company. 

Executive Profile

Have 12+ years of professional work experience across IT Infrastructure, IT Security, Compliance Administration and Audits for global customers (APAC, EMEA and US region). Delivered strong and sustainable contributions through motivation and result oriented work ethic. 
Professional Experience
· Working as Team Lead (SOC) – Verizon Data Services India from August 2015 – Till date

· Worked as Network Specialist - Juniper TAC (JTAC) – Enterprise Level Support in CSS Corp Ltd, (Chennai) from 18th July 2012 till 21st August 2015
· Worked as Technical Support Engineer in Trigent Software LTD - from 25th Oct 2010 till 17th June 2012

Technical Certification
· ITIL V3 Foundation 
· ZCIA 

· Netskope Security Cloud

· PMP Training finished

Project Experience:

1. Company:  Verizon Data Services India

Process: SOC (Network security Change and Incident management)

Role: Team Lead (Lead Security Engineer IV)
Period: From August 2015 to till date
Roles and Responsibilities:
· Core member of the Information Security Team and managed delivery of operational services delivered against the security framework; monitored teams for compliance and information security; formulated policies & procedures for implementation of security controls, limiting information risk and leakages.
· Directing a large team for providing service to operations for threat infrastructure management, integrated services desk operations, change and incident management team.
· Assisting in drafting the information security policies & information security guidelines and other industry best practices
· Evaluating internal control systems / procedures, preparing reports with a view to highlight the shortcomings and implementing / suggesting necessary recommendations
· Leading a team of Security Analysts for creation & modiﬁcation of ﬁrewall security policies, routes, interface, nats, ipsec, policy-based routing, load balancing traﬃc, ssl decryption/inspection, user ID based access, application-based access, content dependent, url ﬁltering and captive portal changes in vendor appliances like Cisco, palo alto, fortigate, checkpoint and junos
· Liaising with management during events as well as active troubleshooting of network and other application teams
· Documenting processes and preparing test plans according to IT best practices for use by IT risk groups
· Have hands-on experience implementing, administrating and troubleshooting network security devices:

· Firewall: Cisco, Checkpoint, Palo Alto, Fortigate, Juniper. 
· Have hands on experience load balancing devices & cloud proxies such as Big-IP F5, ZSCALER.       

· Check with different Project requirement and validate them to identify the right devices for the Project Setup until golive and get feedback from Application Performance Monitoring device administrators. 

· Analyzed internal audits of the network setup for any vulnerability across all devices and identify the resolution with respective vendors. 

· Coordination with Customer NOC/SOC team to troubleshoot information security related investigations.

2. Company Name: CSS Corp Ltd.,(Chennai)(July2012 – August-2015)
Process Name: Juniper – Worked as Network Specialist - Juniper TAC – Enterprise Level Support – Network Security 
Supported Network Devices:

· UAC – Unified Access Control 

· SBR – Steel Belted Radius

                 Project Responsibilities:

· Worked as a Network Specialist (Juniper TAC) in CSS CORP for the project Juniper Networks.
· Technical Assistance Engineer for Juniper Networks Unified Access Solution (Network Access control which includes the Infranet controller device and 802.1x Supplicant Odyssey Access client) and SSL VPN – Secure access device (SA) for remote access environment.
· Unified Access Control is a policy management server that centralizes pre-authentication assessment, authentication, role-mapping, and resource controls in customer’s network.
· Working on Steel Belted Radius server (Juniper Networks).
· Basic Knowledge on Juniper Firewalls like SSG and SRX. Like Integrating the IC device with Firewalls as Enforcer.
· Handled technical tickets based on:

· AAA – Radius protocol, EAP protocol – EAP-PEAP, EAP-TTLS, EAP-TLS, EAP-MSCHAPV2, EAP-JUAC
· Have hands-on-experience on Juniper ScreenOS Firewalls.
3. Company Name: Trigent Software Ltd, (Bangalore)(October2010 – July 2012)
Client: Honeywell Technology Solution (Madurai) 

Process Name: Honeywell Global Remote Access (CISCO ASA VPN)
 Project Responsibilities: 
· Entire LAN/WAN network setup maintenance (inclusive of configuration).

· Monitor and control configuration aspects like IP address, subnet mask, DNS settings, etc.

· Network traffic monitoring.

· Configuring Routing changes (Route addition /Deletion).

· Analyze and resolve technical problems for established network devices, Switches and            Firewall.
· I was deployed under Level 3 team as technical support engineer for CISCO ASA VPN working with 8 team members.

Education / Professional Development

· Bachelor of Engineering – Computer Science in Kalasalingam Engineering College (Anna University, Chennai).
Core Competencies
· IT Security Management/ IT Audits

· IT Governance, Risk and Compliance

· Customer Relationship Management

· Project Management & Execution

· Configuration/Incident/Change Management
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